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• Baptist Health partnership with Watson Health

• Radiology group passive investment in Cleerly

• Internal AI Incubator at my parent corporation Mednax/Vrad

• No personal relevant disclosures



• Delineation of stakeholders and perspectives

• Examples of pitfalls in vendor-provider negotiation

• Practical approach to contract negotiation



“Data”

http://generated.photos



Deidentification

• 18 HIPAA PHI identifiers  if removed then “safe harbor” protection

• Includes ALL dates

ScienceAsia April 2016



Who owns the data?

• IMS Health - $2.6B in revenue, $10.3B market cap

• 75% of all US pharmacies send data to IMS

• Data HIPAA-compliant: year of birth, gender, partial ZIP, doctor’s name
• E.g., ~51yo male patient of Dr. Smith living in 331XX has the following meds…. 

• 2011 Sorrell v IMS Health Inc. 
• Vermont statute restricted sale, disclosure and use of records revealing individual 

prescribers’ practices (Prescription Confidentiality Law)

• “Speech in aid of pharmaceutical marketing, however, is a form of expression 
protected by the Free Speech Clause of the First Amendment.”

For Sale: Your Medical Records" in Scientific American 314, 2, 26-27 (February 2016)



• Patient records U Chicago EHR 2009-2016

• Deidentified but: “detailed datestamps and copious free-text notes”

• That data called the “Holy Grail of health information for any data miner.”

• University Notice of Privacy Practices: “will obtain your written permission 
… for the sale of your medical information.”



How Companies Match Data
• Email and social media content

• Smartphone apps

• Fitness trackers

• Any device with GPS

• Web browser cookies / device fingerprinting

• Wifi networks in range

• Internet of Things



1996 Bentley College Commencement

• Mass. Governor William Weld awarded honorary law degree



Weld Deidentification
• MIT graduate student Latanya Sweeney (now Harvard professor and Director of 

Harvard Data Privacy Lab)

• Compared deidentified hospital data from Massachusetts Group Insurance 
Commission to voter list for Cambridge

• Based on date of birth, gender and ZIP, 1 record matched

• Gave governor’s office a list of prescriptions Weld took home

• Led to HIPAA Privacy Rule 1.2.1 in 1996  into effect 2003



Ongoing work in reidentification
• Illinois (2006)

• Newspaper FOIA for 
neuroblastoma pt data

• Washington State (2015)
• $50 for patient-level dataset

• Matched 35 of 81 news stories 
(43%)

• Maine/Vermont (2018)
• Maine Health Data Org 2010 data 

$1,125

• 28% of news stories (still 3% with 
Safe Harbor applied)

• States not bound by HIPAA

Yoo J, Thaler A, Sweeney L, Zang J. Risks to Patient Privacy: A Re-identification of Patients in Maine 
and Vermont Statewide Hospital Data. Technology Science. 2018100901. October 09, 2018.



How non-identifiable is enough?

• Ad Hoc Workgroup of Secondary Uses of Health Data 2007: 0.04% of Safe Harbor datasets 
could re-identify based on year of birth, gender and three-digit ZIP

• Vanderbilt study modeling Safe Harbor reidentification risk 0.01-0.25% (2 out of 15K)

• University of Chicago 2011:   0.22% re-identification risk comparing hospital records to 
market research data

• Bottom line: Beware “deidentified”, but 100% deindentifiability unlikely and impractical



A Study in Data Use Agreement
DeepMind “Streams” at Royal Free Hospital, London

• Software predicts which inpatients will 
develop acute kidney injury within 48hrs 
mobile notifications

• Used US Veterans Affairs database for 
machine learning (703K patients, 6% 
women)

• Originally formulaic, eventually incorporated 
AI with 50-60% accuracy at best



DeepMind AI “Streams” at Royal Free Hospital, London

• 2017 Information Commissioner’s Office Findings
• Did not inform patients about data sharing with DeepMind

• Excessive sharing of data

• Insufficient auditing and transparency

• Opaque opt-out

• Commissioner: “It’s not a choice between privacy or innovation. The price of 
innovation didn’t need to be the erosion of legally ensured fundamental privacy 
rights".

DeepMind: “[We] underestimated the complexity of the NHS and of the rules 
around patient data. We got that wrong, and we need to do better.”



DeepMind AI “Streams” at Royal Free Hospital, London

• 2015 Original Agreement:  7 pages



DeepMind AI “Streams” at Royal Free Hospital, London

2016 Revision Agreement: 13 pages

• Explict compliance with ICO and 
Data Protection Law

• Creation of bilateral Information 
Governance Board meeting monthly



Recent Comment on DeepMind / Royal Free

• National Data Guardian, Dame Fiona Caldicott
• Psychiatrist, previous Chair of Oxford University Hospitals NHS Trust, previous Chair 

of landmark committee for protection of patient information in the UK

• “My panel and I disagreed with one of [the ICO auditor’s] key arguments: that 
whether or not confidentiality has been breached should be judged from the point 
of view of the clinician’s conscience, rather than the patient’s reasonable 
expectations. It is my firm view that it is the patient’s perspective that is most 
important when judgments are being made about the use of their confidential 
information… Patients’ reasonable expectations are the touchstone of the 
common law duty of confidence.” –August 23, 2019

• DeepMind was allowed to keep the data; 
2017 agreement to own FHIR API to Royal Free





Data Chain 
of Custody

BAA (Business Associate 
Agreement) binds data 

partner to Covered Entity 
so as to include partner 

under HIPAA requirements

TPO (Treatment, Payment 
Operations) : HIPAA 

exception to allow PHI to 
be used among entities 



ACR Data Sharing Workgroup

• Identify challenges

• Propose solutions

• Best practices

• Sample documents and language

PRIVACY

• Deidentification/an
onymization

• Encryption/transmi
ssion

• Safe harbor HIPAA

VENDORS

• Rules of 
engagement

• Exclusivity of 
contracts

• Data use 
agreements

CONSENT

• Approval from IRB 
or other entity

• IRB template

• Patient consent / 
blanket auth.

• 'Privacy practices'

DATA 
ELEMENTS

• Data level 
definitions

• Ownership 
according to data 
level

• Structure of data

• Annotation of data

• RadLex

• Adding ML-relevant 
metadataVALUE

• Monetization of 
data

• Patient participation

• Downstream data 
use/reuse



Data Chain 
of Custody

PRIVACY

VENDORS

CONSENT

DATA 
ELEMENTS

VALUE



• Federate data

• Export model tweaks

• Avoid data exposure 

Push wall outward



MEDNAX Radiology AI Incubator

Improving 
Patient Care 

Today

Developer Data Sharing
• Share data with partner
• Partner builds model
• We use the model

Data Curation
• Image annotation services
• Direct physician 

engagement

Data Validation
• Developer model testing 
• “In the wild” model validation
• We use the model

vRad Dataset
• Massive scale
• Diverse



• Deidentification, Encryption, Federation, No Re-ID attempts

• Data Use Agreements – Exclusivity, Duration, Sublicensure

• Privacy Practices Policy, Data Governance Board, Adaptive Consent

• Lexicons/Ontologies, Annotation discussion, Watermarking

• Medical records valuable. Patient protection even more so.

PRIVACY

VENDORS

CONSENT

DATA 
ELEMENTS

VALUE



Challenges

• Difficulty in true anonymization

• Need for strong encryption / auditing

• Need for strong contracting / DUA

• Data export represents the largest vulnerability

• Balkanization of federated data

• Annotation/ground truth variability

Anonymity of 
data

Usefulness of 
data

?



CB Insights July 2017Agfa healthcare blog 2017



CMS Blue Button 2.0

• FHIR API

• Beneficiary can view/share claims data

• 53 million patients

• 4yrs of Medicare A/B/D data



European Medicines

• EMA Rule 70

• Within 6 months of market auth, 
individual patient data needs to 
be published



Thank you!


